10101001011010100101001010101010010110101000

IRl

and easy to use. But unfortunately, it is transfer-
able and anonymous - two serious disadvantages
inan era of Internet-related crime and terrorism.

Something you know: passwords

The built-in identity management functionality
in SAP NetWeaver allows businesses to estab-
lish rules that force users to choose passwords
thatarehardto crack. Passwords like "ABC," for
example, can be forbidden. Users can also be
forced to introduce hard-to-guess characters
into their passwords, such as "§%%$&§,” and to
change their passwords at frequent intervals.
And rather than using standard encryption, the
identity management tools in SAP NetWeaver

10010111001110011001010100100101011010101

use a sophisticated set of hash algorithms to
make passwords virtually hack-proof.

Something you are: biometrics

With the recent concern over data security, bio-
metrics authentication technology is quickly
gaining mainstream acceptance. Last year in
the United States alone, 23 percent of all laptops
sold to corporations had a built-in fingerprint
swipe sensor. Fingerprint sensors are showing
up in everything, from car seats, cell phones, and
women's purses to suitcases and even refrigera-
tors. “Six years ago, a lot of people thought the
concept of biometrics was from outer space, ”
says realtime chief operating officer Thomas »

BIOMETRICS: WHO ARE YOU REALLY?

In ancient Egypt, pyramid builders would often try
to go through the payroll line twice. Savvy managers
started maintaining physical descriptions of employ-
ees to quickly spot cheaters. In the process, they had
unwittingly invented biometrics.
Today's uses extend from authentication for comput-
er and building access to audit trails to support cor-
porate governance compliance. Florida-based real-
time, a biometrics SAP partner, has not enly refined
fingerprint biometric technology with its bioLock
solution but has also embedded biometric security
functionality into existing SAP identity management
processes, including role assignments.
For critical tasks such aswire transfers, two differ-
ent people and their biometric authentication can be
required to perform a task - thus keeping company
property under four eyes instead of just two.
o o o o o
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“That's one of our goals, to get useful tools like

thatinto place. We try to make constant improve-
mentsin the area of support tools,” says Michael
Hartrmann, chief security officer at SAP. "These
are little things that gain quick acceptance from
users. Once completely implemented, they will
make enforcement much more effective.”

SAP SPECTRUM Content Compass o Special

PRD =

S

::In a survey by Web security solution provider
Finjan Software, 91 percent of all respondents
stated that they perceive cybercrime as a major
business risk. Another 73 percent of all respond-
ing Cl0s and CS0s were more concerned about
data theft than about downtime and loss of pro-
ductivity due to virus infections. But for military
and other organizations that routinely deal with
highly sensitive data, extraordinary levels of se-
curity are called for. Knowing that, SAP supplies

(.'h.'l”l.‘l'lgl.‘ Cosmos

its special clients with high security services,
including assigning employees with special se-
curity clearances to exclusively manage service
tickets. And to avoid problems in countries with
relaxed data privacy legislation, sensitive data
storage can be limited to specific countries u}

Jeff Reich_ freelance journalst, ferlin, Germany
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